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@ actions (1) | & Activity (187) | > Settings | () About
ulfjﬂ))bj‘j éﬁ)\ulwwhél}w Actions Taken:
‘bjl.wﬁ.“ 9 QW‘ C‘—U-lsj ajl,_b_“ afLADt.’l.J ew‘ Type Time Process Name PID Process Allow Once

" e .Network.ﬂ.ocess 23:00:08... Backdoor.exe 2864  CillUsen
L@,&S 4A.@AJ| &.)Lcjlaaoj‘ 03)2.1 M ‘:,9“ Allow Always
" Further Actions...

N 1n |

: File Access Scanner *

Event Info

@’9 3 wb:‘ ,9’“3 L‘:"JJ QL‘A’J‘ 'A}‘ U’o }m Event Type: Metwork Access
d s J) M&A‘ G i) )} Dilwadll b 5 = o J) Info: Unknown process tried to access the network.
3> " o 3 ﬁJ 3 Action Taken:  EBlocked automatically.
. k}iﬁ D_s.:.flm Jduan L§‘ R LQ-_{-“ Process ID: 2864
Process Path:  C:\Users'Maverick\Desktop'Backdoor.exe
Virus, ransomware, and backdoors Terget: 192.168.43.151:2404
Time: 23:00:08:206 10/05/2020

Protection ON
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(Host-Based Intrusion Prevention System) HIPS cauaell e @3la)l dlad 8u>g grods p iy
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e Actions (1) | “¥ Activity (192) Settings | ' About

Type Time Process MName Event o CyberG uar‘d scanner
File Access 23:00:07:972...  explorer.exe Access Allowed: Process Whitelisted
Process Access 23:00:07:988 ...  |sass.exe Access Allowed: Process Whitelisted (He 4:,33;“ u\y‘i\; BJ‘J)L UL“AA L)‘“J).éé GA_‘ (,)E:‘
File Access 23:00:08:019 ...  explorer.exe Access Allowed: Process Whitelisted . " - - .. -
Process Access 23:00:08:035... svchost.exe Access Allowed: Process Whitelisted L ds"‘u e LA"L‘}‘M A9 dﬁb“ e M‘ﬂb
File Access 23:00:08:081...  explorer.exe Access Allowed: Process Whitelisted ‘;S;ﬁu)'}j 9 ),J.L\,q
.Network Access 23:00:08:206 ...  Backdoor.exe Process did not pass verification check. -~ N
4 1 | b
Activity Info
Event Type: Metwork Access
Message: Process did not pass verification check. Blocked until user decision.
Time: 23:00:08:206 10/05,/2020

Process ID: 2364
Process Path:  C:\Users\Maverick\Desktop'\Backdoor. exe
Target: 192.168.43.151:2404

Protection ON
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